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Preface

This KMS-Simplekey 4 Installation provides all the information required to install a
Simplekey 4 system.

About this Publication

This guide lists all the basic aspects of installation, from the system introduction
which provides basic information about the Simplekey 4 system (e.g.specifications) to
more detailed installation information on each component. All aspects of this manual
assume previous experience in the installation of access control equipment, low
voltage and extra low voltage systems.

Customer Support

KMS provides support to resolve questions or problems regarding installation,
operation, or use of our products. KMS provides all levels of support during normal
Business hours (09:00 — 5:00, Monday to Friday). KMS currently do not provide an out
of hours service.

You can contact customer support as below:

Email: technical@kms.uk.net
Phone: 03302230575

Note: Installation must be wired in accordance with National Wiring
Regulations (BS7671, IEE National Wiring Regulations in the UK).
Failure to do so can result in injury or death by electric shock. It must
also comply with any local Fire, Health and Safety Regulations.
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KMS Documentation / Product
Enhancements

Submit all product and documentation suggestions to KMS’ product management
team at technical@kms.uk.net

Include your name, contact details and the name of the KMS product you are using.

For documentation suggestions, include the publication title and number located on
the publication’s front cover.
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Introduction

Description

Simplekey 4 is an extendable residential access control system with each System
Controller providing access for up to 10,000 residents through one or more
doors (up to 16) using KMS' proximity readers.

Note: Other readers (e.g. Wiegand 26-bit) may be used in
conjunction with the KMS Reader Interface.

Components

A Simplekey 4 system comprises:

e ASimplekey 4 System Controller.

e Optional BUSreaders.

e Optional Reader Interface.

e Optional Lock Controller.

e Optional CATO board.

e Optional Front Panel.

e Optional Simplekey Event Manager.

It is normally supplied boxed with a power supply, pre-programmed tokens and
relevant labelling.

Note: By using the KMS BUS a maximum of 16 doors can be
managed. These can be up to 500-metres from the controller if
powered locally (at location) or 15 metres if powered directly from
the system controller. The 500-metre limit of the KMS BUS is divided
between all system components, no single component to extend
beyond 100m. Two controllers can be linked together in the cabinet
to manage up to 32 doors. This will require additional equipment
and system setup. Please contact KMS Technical for further details.
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How it Works

Each KMS shark tooth token contains a code unique to the token. The Simplekey 4
System Controller can store up to 10,000 tokens in non-volatile memory. When a
token is presented to a reader the token code is compared with those stored in the
controller memory. If a match is found then the associated lock is released.

Programming

A Simplekey 4 system comes pre-programmed to meet client requirements with the
tokens assigned to areas providing access through the doors specified by the
customer at the time of order.

To ensure correct programming the information described in “Information Required
for Setting up a New Block / Area to an Existing Customer Cloud” on page 10 is
required when the order is placed.

Once the system is up and running it is administered via Simplekey Web.

Some basic programming is possible using the controller if a keypad is attached but
this is primarily for maintenance purposes.

The keypad, also called an ‘Engineers keypad’, is available at a separate cost and is
subject to use and restrictions.

Specification
The fFollowing tables provide product details.

Access Provided

Doors: Controls up to 16 doors per System Controller.
Tokens: Up to 10,000.

Note: Additional tokens can be assigned via Simplekey Web as
required - tenants, contractors, etc.

Controller Physical Characteristics
Dimensions (HxW): 210x 150mm

Weight: 208g/7.30z
Mounting: Five (3mm) fixing holes.
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Note: Upgrade controllers are supplied on a variety of backplates to
meet site requirements. Please contact KMS at info@kms.uk.net for
more information.

Communications

Communication via Simplekey Web: On-board GPRS modem
Communication interface to additional components (readers etc.): KMS BUS
Memory type: Non-volatile RAM

Baud rate: 115200

Operating Parameters

Input voltage range: 12V ~ 14V DC

Current consumption at 12V DC: Average 160mA, peak 5A, 5A maximum
Lock power: 12V ~ 14V DC; 2A lock (maximum)

Operating temperature: -10°C to 80°C (14°F to 158°F)

Operating humidity: 10% to 85% relative humidity, non-condensing.
Lock relay timer 1 - 255 seconds (default 5 seconds)

Door open timer 0 — 255 seconds (default 0 seconds equals off)
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Information Required for Setting up a
New Block or Area to an Existing
Customer Cloud

Each customer cloud needs to be set up to reflect what is physically on the ground
and to suit how the customer manages their operation.

For example, customers may have:

Set up separate regions (i.e. North, South, etc.) and each new block/area must
be positioned in the correct region within the customer cloud.

Defined ‘Estates’ with specific blocks associated with them and each block
must be positioned within the correct estate.

It is important that the system is constructed correctly for each customer and
matches the ‘physical’ hierarchy used by the customer. This is particularly important
as the system grows to ensure ease of operation for the client.

Existing Customers

For existing clients, the following information is required:

The name of the client (end user customer cloud).

Details of the block/area to be added - full name and address including post
code.

Details of any existing region / area / estate / block / road etc. to which the new
block / area is to be added or confirmation that it is a separate block / area not
tied to an existing region etc.

The equipment required (controllers, readers, etc.) including part numbers.
Token assignments - flat number, parking bays, door names, etc. as required.

The sequence in which the doors are to be programmed (Door 1 = MED, Door 2
= RED etc.).

Access details—who is permitted access to where.

Any Time Profiles required (e.g. specific times for cleaners, etc.).
Token colours and quantities for programming for each specific area.
Token colours and quantities for programming to the customer cloud.

Any other information that may need to be considered.
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New Builds

The same information is required for a new build but they present additional
challenges as they tend to be more fluid. When collecting the required information, it
should be noted what is confirmed and what may be subject to change. For example,
if the block/door names/access/etc. changes then the customer cloud must be
updated.

Allinstallations must be commissioned with KMS customer services before they are
signed-off and this may be a good time to check details and that the customer cloud
accurately reflects the installation. It is important that the integrity of the customer
cloud is maintained so that, when the client takes ownership of a new build, the
information they see is correct.

Note: Master tokens (access all doors for contractors working on
site) For new builds can be set with a reduced time profile, for
example these tokens will expire 6 months after activation. This will
provide better access control during and after build completion.

Note: KMS are not responsible for programming Master Tokens by
default, these are normally administered by the end user.

Site Survey

It is crucial that a site survey is carried out before any installation to determine:

e The GPRS signal and where best to locate the controller to ensure the best
communications possible - this will include antenna location and cable routing.
Antenna should be located on an external face of the building and several
metres above ground level as this may achieve a better signal level whilst
deterring vandalism.

e The information needed to program the system - the number of flats, how
they're numbered/named, access areas, etc. (see “Information Required for
Setting up a New Block / Area to an Existing Customer Cloud” on page 10).

e Allaspects of pre-installation including Full site survey in relation to cabling,
routing and cable distances are the responsibility of the contractor.
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System Commissioning

Every system MUST be commissioned with KMS once the installation is complete.
Systems must NOT be commissioned before they are fully installed on site, KMS
reserve the right to nullify all warranties related to system performance unless all
steps are followed.

This is the only way of ensuring the system has been connected correctly to match
the initial configuration.

System commissioning includes the following tests:

Signal strength.
Signal Bit Error Rate.

Correct communications between the KMS cloud server and site based GPRS
modem.

Events are being received for each door on the system and events are correct
for that door.

Remotely unlock every door on the system to ensure all locks, readers and
outputs work as configured.

Make system adjustments including lock release time, door open warning
times, trades profiles and any re-labelling of doors.
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Quick Start

If you have installed a Simplekey 4 system previously the following procedure
provides a quick, high-level description of the steps needed to get the system up and
running.

Note: If this is the first time you have installed a Simplekey 4 system
the steps are described in detail in the subsequent pages.

To set up a Simplekey 4 system:

1 Install the Simplekey 4 controller (complete with power supply).
2 Install readers, cabling and request to exit switches.

3 Install the locks and cabling.

4 Connect any auxiliary inputs.

5 Commission the system with KMS.

Note: It is essential that each component is installed and connected in line with the system
configuration agreed with KMS.

Each system is supplied with a full configuration document,
connection labels and QR codes providing information as to which
dooritis to be connected.

Commissioning the system must involve calling KMS and a walk-
through to ensure that all aspects of the system are working as
expected.

Failure to fully commission a system may result in incorrect
operation and reduced functionality. KMS are unable to support any
system that has not be commissioned.
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Installation

This section describes how to install the Simplekey 4 system. Installation is only to be
carried out by competent, qualified and experienced personnel trained by KMS.

Wire in accordance with the country of installation’s National Wiring Regulations (UK
BS7671, IEE National Wiring Regulations). Failure to do so can result in injury or death
by electric shock.

The Simplekey 4 System

The Simplekey 4 system comprises:

e System Controller
o KMSBUS

e Lock Controller

e Reader Interface
e BUSreaders

e Locks

e SEM

e CATO
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System Controller

The controller is supplied on a backplate for inclusion in a metal cabinet either
supplied by us, an OEM or for mounting in an existing cabinet on site. When supplied,
the KMS cabinet contains an integrated power supply, typically a 75watt 15V supply is
provided and trimmed down to 13.5V at the factory. It should be installed
somewhere that is easily accessible.

The metal cabinet KMS provide has a gland situated at the bottom - this must be
fitted at the bottom to avoid ingress of water or debris. The gland provides an easy
location to run conduit. Two keys are provided with each cabinet.

The controller comes pre-programmed as per customer specification (doors, tokens
etc.) and should work ‘out of the box’ once installed. If additional
programming/configuration is required, please contact KMS technical support.

Changes to the original configuration should be made by email and may take up to
72hrs to complete.

When installed the System Controller, on start-up, polls all nodes in the system. Each
node gives a single beep on successful poll (subject to system version).

Connections

All connections to the Simplekey 4 controller are made by terminal blocks situated at
the left and bottom of the controller.

Note: Always remove power from the controller before removing a
terminal block.
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System Controller Overview
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These are the available connections (from top left, anti-clockwise):

Box Tamper

Box Tamp | Box tamper switch terminal 1

Box tamper switch terminal 2

ov This is normally provided with a metal link loop.

Auxiliary relays 1 & 2

Typically used as secondary lock contacts, configurable outputs can be assigned to
other inputs. Maximum 5 Amp capacity.

Aux Relay 2 | Normally Closed, Common, Normally Open

Aux Relay 1 | Normally Closed, Common, Normally Open

Note: Relay contact state true when controller is powered i.e. relay will switch state
when system power is removed.

Communication BUS

M2S Communication BUS — Master to Slave.
ov Low current OV connection up to 200ma output current return.
;g(\),m% Low current 12V DC at up to 200ma output current (BUS reader only).
S2M Communication BUS — Slave to Master.

OV return | High current OV connection up to 5A output current.

12V @ 5A | High current 12V DC at up to 5A output current.

BUS mode | Communication BUS mode selection input (system reserved).
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Lock 1 and Lock 2 Inputs

Note: Inputs normally open, can be inverted to normally closed

Door Input: Door contact switch to OV - NC when the door is closed.
RTE Input: Request to exit switch to 0V.
Aux 1 Input: Switch to 0V (Trade button, always ON unless profile assigned).
Aux 2 Input: Switch to 0V (Local emergency (specific door)).
Aux 3 Input: Switch to 0V (Global emergency (all doors)).
GND Return for all inputs on this connector.
N/O Output: Solid state relay contact 1.
N/O Output: Solid state relay contact 2.

Lock 1 and Lock 2 (Outputs) Maximum 2A supply.

ov Spare 0V connection.
ov Spare 0V connection.
ov Spare OV connection.
0V to lock | Switched OV from the lock — energises the lock when switched on.
12V to lock S:arllsta?st;czc\(]fautzll)y. A load of 50mA or greater is required for a multi-meter to
From OVR | +12V from Emergency lock over-ride switch (usually fitted with metal loop).
To OVR +12V to Emergency lock over-ride switch.
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PSU

+VE +12V DC from power supply module (up to 5A).
-VE 0V (Floating relative to earth).

Battery
+VE +12V, 7Ah lead acid battery (e.g. Yuasa NP7-12FR).
-VE ov.

Note: The Simplekey 4 System Controller does not provide a battery
charging facility, this terminal is For the connection of a battery only.
If battery backup is required a suitable alternative for charging of
the battery is required.
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Cable Requirements

Cabling requirements are based on a typical installation where all cable runs
terminate at the System Controller cabinet. It is extremely important to use high
quality cables throughout the installation to ensure consistent and reliable
functionality. KMS BUS data cabling must be Cat5, Cat5e or Cat6 with either solid or
stranded copper conductors. Cheaper Cat5 cabling using conductors made from
Copper Coated Aluminium (CCA) and Copper Coated Steel (CCS) must NOT be used
under any circumstances. Incorrect cabling will result in degraded system
performance and void all warranties.

It is the installer’s responsibility to comply with BS7671 IEE National Wiring
Regulations in the UK. Band 1 and Band 2 compliance should be adhered to. Low
voltage cabling should be separated from high voltage cabling to reduce the
possibility of noise and crosstalk on data transmission lines.

Maximum cable runs

Total KMS BUS 500 metres, includes BUS readers.

Legacy Reader to Reader Interface 50 metres.

KMS BUS

Cat5, Cat5e or Caté network cable of known brand and
specification. 150o0hm per 1000 metres minimum. Due to the
large variety of twisted pair data transmission cables
manufactured, KMS are unable to recommend or endorse any

type.

Reader Interface to Reader

6 or 8 core Alarm multi-stranded cable, CW1308 (Copper core)

Lock Controller to Lock

Twin 1mm? copper flex assuming locks up to 1Amp, installer to
calculate for larger loads / longer runs.

RTE to Lock Controller

Alarm cable, CW1308, Cat5

Other General INPUTS

Alarm cable, CW1308, Cat5

High Gain GPRS Antenna

KMS provide Antennasin 5, 10, 15 and 20 metre lengths, all of
which must not be cut and re-terminated due to tuning of
antenna. Further information later in this guide.
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KMS BUS

The KMS BUS carries all communication between system elements — System
Controllers, Reader Interfaces and Lock Controllers. From here on in, this manual will
refer to these as NODES.

The System Controller is designed to power equipment that is connected within the
cabinet locally and is not designed to power remote components. The System
Controller can power Reader Interfaces and Lock Controllers if connections do not
exceed fifteen metres. Beyond this Distance the NODES need to be powered locally
with just the data connections wired between cabinets. KMS have designed the BUS
to be ‘free topography’ meaning the data BUS can be run in either a daisy chain or star
wired configuration. A ‘loop’ or ‘ring’ topography must be avoided.

Note: For added system integrity KMS highly recommend a star wire
configuration. It is the installer’s responsibility to ensure secure and
proper BUS communication cable runs. Ideally these should be within
the fabric of the building.

In cabinet wiring supplied by KMS: (Other OEM supplied builds should be wired
using the same cable colour identification and specification.)

M2s 1 1 core - Green 0.2mm?
ov 2 1 core - White 0.2mm?
12V 3 Not used

S2M 4 1 core - Blue 0.2mm?
ov 5 1 core - Black 0.5mm?
12v 6 1 core - Red 0.5mm?
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Between Cabinet Wiring

The wiring guide below should be used where separate cabinets require the BUS
DATA wired. The same applies regardless of the number of cabinets. The use of a 12V
DC power supply is required in each separate cabinet to power all the local NODES.

M2S 1 1 core Green 0.2mm? - Wire to Green/White of Cat5
1 core White 0.2mm? -- Wire to White/Green and White/Blue of
ov 2
Cat5s
12V 3 Not used
S2M 4 1 core — Blue 0.2mm? - Wire to Blue/White of Cat5
oV 5 Not used
12V 6 Not used

Note: All spare cores on BUS cabling should be terminated to ground

Wiring diagrams for transmitting the BUS between cabinets can be found on pages 35 and 36.

Note: If there is a short on the BUS (M2S5/S2M goes to ground) then
alarms are generated on all nodes - General Alarm For 60 seconds
followed by a Reminder Alarm (1 tone) every 5 seconds. Data loss to
Lock Controllers will result in automatic lock release, the Lock
Controller will flip the lock state i.e. Fail Safe becomes Fail Secure,
Fail Secure becomes Fail Safe. All egress buttons MUST be wired to
break lock supply.
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Loss of BUS Communications.

The Lock Controller can operate in two ways if communications are lost over the BUS,
Fail Safe or Fail Secure.

Both operations assume local 12V power remains.

KMS will default the Lock Controller to operate as Fail Safe unless otherwise
requested. Requests must be made in writing by the approved installation contractor.

To comply with Secure By Design requirements (SBD) ALL doors must Fail Secure.
Egress must always be provided by means of mechanical intervention, i.e. break glass,
RTE or auxiliary over-ride switch. See OVR terminations on System Controller and
Lock Controller. The access control system must NOT be the only means of egress.

Fail Safe - the Lock Controller will reverse its default lock state, typically dropping
the lock output and releasing the door.

Fail Secure - the Lock Controller will retain its default lock state. For example,
power to lock devices such as magnets will remain locked.
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L ock Controller

Lock output Default Lock Mode
energised when En= Energised/Fail safe
LED is lit. De= De-energised/Failsecure

Set via micro switch

KMS BUS

CICi ICICICIEIrd

Note: Due to space considerations on the PCB, terminations are
labelled 1 through to 8.

Lock Controllers are designed to control a single door only. Two outputs are provided by means
of a powered output to supply up to 2 Amps @12V DC to a lock directly and also a volt free
SPDT (Single Pole Double Throw) relay to interface with other equipment. This has a maximum
current rating of 2 Amps @ 12V DC. The relay has been designed to follow the powered output
and cannot be programmed independently.

The Lock Controller features the same auxiliary inputs as the System Controller, these are listed
on the following page.

The Lock Controller features BUS Communication LEDs. These are to be used as a guide to the
M2S and S2M signals.

Note: Earlier versions of the Lock Controller have alternative wiring
configurations, contact KMS Technical Support for more
information.
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Lock Controller Input Connections

1 | DOOR: Door monitoring contact (can be assigned as NC or NO).

2 | RTE: Request to exit (default set to 5 seconds). *

3 | Aux 1:Input - switch to OV — Trades (requires time profile set) default always on. **

4 | Aux 2: Input - switch to OV - Local Emergency, local door only releases. **

5 | Aux 3: Input - switch to OV - Global Emergency, all doors released system wide. **

6 | N/C:Normally closed relay contact 2 Amp Maximum.

7 | N/C: Relay Common 2 Amp Maximum.

8 | N/O: Normally open relay contact 2 Amp Maximum.

The auxiliary inputs above have been assigned their default function. Functions can be
configured differently from the above. These are the defaults programmed by KMS for all
systems unless otherwise stated.

Inputs marked * require a momentary trigger to give an output, this means the system will not
allow another input trigger until the last is removed. For example, if the RTE goes closed this
contact must open again before another RTE input can be triggered.

Inputs marked ** can either be triggered momentarily or function with a held-on input. For
example, if AUX3 is held closed to 0V then the function continues to be triggered, in this case all
doors would remain open until the trigger is removed.

Test procedure
Set multi-meter to DC volts, measure between a 0V and an input - around 3.3v volts

should be shown. If NO voltage is read, suspect SHORT across input. i.e. RTE wired
normally closed.
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Lock Controller Output Connections

OV: Connect to PSU OV - ONLY CONNECT IF SYSTEM NOT OEM PRE-WIRED.

2 | OV:Used forinput triggers.

OV: Used for input triggers.

4 | OV to Lock: Switched 0V from the lock — energises the lock when switched on.

12V to lock: Constant.

6 | From OVR: +12V from Emergency lock over-ride switch (usually fitted with metal loop).

7 | To OVR:+12V to Emergency lock over-ride switch.

8 | +12V:Local power supply input 12V - ONLY CONNECT IF SYSTEM NOT OEM PRE-WIRED

Note: Thermal fuse (across 7/8) provides protection for the board.

The powered output features transistor-based switching of lock power. If testing using a
multi-meter a minimum current sink of 50ma is required to correctly read a voltage drop
when the output is triggered.

Test procedure

Have suitable load wired across terminals 4 & 5. Ensure lock mode switch is set to EN
and orange LED is lit. LED will go out if mode switch set to DE-EN. Set multi-meter to
DC volts, measure across terminals 4 & 5, if NO voltage is read check terminals 6 & 7
for metal loop, tighten if required.

If Lock is connected and powered but does not drop when triggered, i.e. orange LED
goes out and tone is heard, check fFor shorts from lock to 0V/ground. Remember Lock
Controller switches OV NOT 12V!
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Communications BUS Input

1 M2S: Communication BUS — Master to Slave.
2 OV: Tied to System Controller OV.

3 12V: Common connection with 6.

4 S2M: Communication BUS — Slave to Master.
5 OV: Common to connection 8.

6 12V: Common connection with 3.

7 BUS mode: Not used.

8 OV: Common connection with 5.

Note: The OV and +12V connections are common.
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Reader Interface

The Reader Interface provides an interface between non-BUS KMS standard readers

and other types (e.g. Wiegand) so that they can be integrated with a Simplekey 4
system.

The Reader Interface has two channels for connecting a single reader. Typically, one

reader per door, if read-in and read-out is required then a single reader interface is
used per door.

1
2
3
4
5
6 [a—

Ov 1 &:‘ZEE
LED 2 SESIA
12v 3 °°§£§

4 <
5 o
SIG 3 N
o
g g
@ 3
(V)]
=
v

Note: Due to space considerations on the PCB, terminations are
labelled 1 through to 8.

A reader Interface can control up to two readers per board. Readers can be configured to both
read in, i.e. one high mounted and one low mounted on entry or used to read IN and OUT to a

door. This allows users of the website to accurately monitor activity as each event is labelled as
‘Entry’ or ‘Exit’

Alternatively, a reader Interface can be used to control two readers split between two doors,
the outputs for these doors do not have to be in the same cabinet.

The reader +12V outputs are fuse protected using on board thermal fuses.
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Reader Connections A & B

1 ov

2 LED - Controls reader LED i.e. goes green if token is valid.

3 +12V

4 Data 1 (Wiegand 26 bit).

5 Data 0 (Wiegand 26 bit).

6 SIG

Reader A (Ch1) Default for Door 1 - Reader B (Ch2) Default for Door 2

Communications BUS Input

1 M2S: Communication BUS — Master to Slave.

2 OV: Tied to System Controller OV.

3 12V: Common connection with 6.

4 S2M: Communication BUS — Slave to Master.

5 0V: Common to connection 8.

6 12V: Common connection with 3.

7 BUS mode: Not used.

8 0V: Common connection with 5.
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BUS Readers

Compatibility

BUS readers are only compatible with Simplekey 4 Controllers at version 3401 or higher.

BUS readers can work using KMS Sharktooth, Entrotag, PAC, Stanley and GDX proximity tokens
and cards.

Cabling

BUS readers MUST be wired using Cat5, Cat5e or Caté cable for optimum operation. Cable
should be pure copper, the use of CCS/CCA will degrade system performance. The maximum
cable run will vary on installation but 100m is nominal. Up to two BUS readers can be connected
to one Cat5e cable but please contact KMS Technical with specification of cable before
installation.

Installation

The Panel Mount BUS Reader is designed to fit within metal panels no thicker than 2.0 mm with
a 40mm square cut-out for the front of the reader to protrude through.

Stainless steel Vandal BUS Reader designed for surface mount on non-metallic surfaces,
mounting on metallic surfaces may decrease reading range.

BUS readers come with a 0.5m flying lead Cat5 cable, there are two types of BUS reader.
See wiring instructions for each type on the following page.

Note: BUS Readers are uniquely addressed using the 8-digit UDN, for
example 04000009. The reader will need to be assigned to a door by
KMS, up to two readers can be assigned to any one door.

Connection

KMS provide a dedicated connector to wire all BUS readers into the system. This is known as an
To system RJ45 BUS Adaptor.

— /7 connections Up to 3 BUS readers can be connected to
i a single RJ45 BUS adaptor.
(V) (V) o () (9 ISSUE05©2018

BIDIDID] (DI

M2S S2MMODEOQV 0V 12V

To BUS Reader(s)
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BUS Reader Wiring

Orange 12V (up to 100mA max).

White/Orange OV current return.

Green M2S - Communication BUS - Master to Slave.

Blue S2M - Communication BUS - Slave to Master.

Brown Mode — Wire to Orange 12V.

Blue / White External speaker negative (Typical 50mA, maximum 100mA) remove if

not used.

Note: BUS Readers with a UDN lower that 04000161 will use a
different wiring configuration.

Note: Due to changes in the design earlier readers have an
alternative wiring configuration. Each reader has its wiring version
attached when shipped. Please contact KMS Technical support for
more information.
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L ocks

Locks are powered directly via either the System Controller or Lock Controller. Each
output can supply up to 2 amps DC. All locks should be suitably suppressed using
either a Metal Oxide Varistor (as supplied) or 1N4000 series diode, all suppressants to
be fitted at lock.

Refer to the lock manufacturer’'s documentation for information on individual locks.

Modem

The GPRS modem uses a standard size SIM and has no user programmable functions.

A standard SMA input is provided for the antenna. The antenna should be as close as
possible to the controller to ensure the best signal level, this means using the
shortest possible cable available whilst still fitting the antenna in the best external
location. A large excess of antenna cable will only reduce signal levels at the modem,
a small excess should be tidied whilst also trying to avoid the Formation of coils. If the
excess is great then the next lowest size of antenna should be used.

A smart SIM is provided with each System Controller capable of roaming all networks.
These are provided by KMS who manage the SIM contracts. A customer may want to
provide their own SIM, in this case the modem requires different configuration.
Please contact KMS technical support for more information.

Note: Location of the antenna is important to ensure the best signal
level. Testing signal levels to get the best location should be an
integral part of the initial site survey. Further details on
recommended GSM/GPRS signal testers are available from KMS
technical support.
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Basic System Wiring

System Wiring Overview

This figure shows a basic system setup showing all components.

KMS Bus, Cat5 orb
] [
Reader cable, 6-¢ ore alarm cable

Lock cable - dependent on lock type

System

Door Contact Controller

RTE

Reader Interface

nlg L

Lock Controller

The following diagrams breaks the connections into these blocks:

e Controller with Lock direct and via a Lock Controller
e Controller with Reader Interface / Reader
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System Wiring Example 1

This image shows a system wired to its local power supply with KMS BUS data
connections direct to the System Controller.

In this example KMS are powering the locks directly. This is the recommended
installation configuration. Each Lock Controller does provide a normally
open/normally closed volt free relay in order to trigger external equipment, for
example a powered door closer or door entry system.

Note: Always isolate power before making or breaking connections.

Typical example of daisy chained reader Interfaces and lock controllers using cabinets own local power supply. This assumes system controller is
located in separate cabinet with BUS runs M2S, S2M and Ov to system controller or next cabinet. Ensure BUS runs are made using Cat5 or twisted
pair conductors. Pure copper only no CCS or CCA to be used.

Note: End lock controller is powered using connections 3=12v 8=0v. All Ov and 12v connections are common.

To Lock To Lock
Fit MOV Fit MOV

KMS INNOVO

Reader  Reader

Reader  Reader
Channel  Channel

Channel  Channel

7/0.02mm 0.2mm2 \.16/0.02 mm
0.5mm2 v

To System

Controller Wire SPDT relay to trigger

external equipment l.e
powered door closer

12-14v Local
switch mode PSU
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System Wiring Example 2

This image shows a system wired to a local PSU which supplies the logic side of the
controller with power but NOT lock power - a separate PSU is supplying the locks.
KMS BUS data connections are wired between system cabinets. This is wired so KMS
are providing the lock power directly from the Lock Controllers.

LK1 (red wire link) is cut to ensure +ve lines are not joined between power supplies.
This method of system wiring is uncommon, please contact KMS Technical Support
for further information.

Note: Care MUST be taken cutting LK1 due to proximity to other
PCB components! KMS will not be responsible for damage caused by
mis-installation. Always isolate power before making or breaking
connections.

Example of daisy chained reader Interfaces and lock controllers where a different power supply is used for the lock outputs than is used for the
board power.

LK1( Red Wire Link) is cut to ensure +ve lines are not joined between the two power supplies. Care MUST be taken cutting LK1 due to close
proximity to PCB components!

Note: 1x PSU powering system nodes, 1x PSU powering Lock’s

This assumes system controller is located in separate cabinet with BUS runs M2S, S2M and Ov to system controller or next cabinet. Ensure BUS
runs are made using Cat5 or twisted pair conductors. Pure copper only no CCS or CCA to be used.

Note: End lock controller is powered using connections 3=12v 8=0v. All Ov and 12v connections are common.

To Lock 1mm2 wire for Locks and Lock supply. Adjustments  To Lock

FitW should be made for lock type at installation. Fit MOV
Local

PSU

KMSINNOVO
(B4 S avaw \‘ - SR o
155 028

: U&%&%

Note:
Link
CuT

Reader Reader
Channel  Channel

Reader Reader
Channel  Channel

>
<]

=4 7/0.02mm 0.2mm2 \.16/0.02 mm
? 0.5mm2 A v
zz:z:;ﬁ:: Wire SPDT relay to trigger 12-14v Local
external equipment |.e switch mode PSU
powered door closer
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Lock Connection

Depending on the location and type of lock it can be connected directly to the
controller or using a Lock Controller.

Lock Suppression

A Metal Oxide Varistor (MOV) MUST be fitted across the cables feeding power to the
electrical or magnetic lock. The MOV will suppress the back E.M.F. spike returning to
the host controller when power is removed from the lock. The MOV should be fitted
as close as possible to the electric or magnetic lock. Failure to properly supress locks
will void any warranties to that piece of equipment.

Health and Safety

Any installation must comply with any local Fire or Health and Safety regulations. Any
secured door that may be part of an escape route should be fitted with:

e A Fail Safe lock to ensure that the door is released if the power fails. KMS
recommend that a magnetic lock is used as these are less likely to jam or seize.

e A normally closed Break-Glass or Manual Pull in the lock supply wiring to
ensure that the Fail Safe lock can be immediately de-powered.

RTE/Door Contact Switch

Request to Exit and door contact switches are connected to the lock inputs on the
controller.

DOOR
RTE
AUX1
AUX2
AUX3
GND
NO
NO

Door Contact

DOOR
RTE
AUX1
AUX2
AUX3

GND
NO

NO

Request to
exit button

Auxiliary Inputs

Three auxiliary inputs are provided per lock output, these functions are pre-
determined by KMS. Allinputs are normally supplied open going closed to the
terminal marked GND, unless otherwise requested.

Allinputs sit high at 12V and are pulled down to GND by a pull up resistor.
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Note: Use only the terminals marked GND or OV for triggering an
input. Do NOT use lock OV or mains earth connections as damage
may occur!

Key Management Systems Ltd

As the default, the auxiliary inputs are set as: -

Aux 1 is used as a trades input and requires a time profile to be assigned, this
can be done by KMS technical support.

Aux 2 is used as a local emergency, for example a monitor break glass switch.
When triggered this will release the triggered door ONLY. The door will
continue to stay unlocked whilst the contact is at GND and an event may be
generated on Simplekey Web.

Aux 3 is used as a global emergency input, for example this can be connected
across a normally open volt free relay output of a fire alarm panel. When
triggered this will release ALL doors on the system (1-16). The door will
continue to stay unlocked whilst the contact is at GND and an event may be
generated on Simplekey Web. In addition, the System Controller will sound a
local alarm. This will need to be reset by either the Front Panel (if available) or
Simplekey Web.

DOOR
RTE
ALK
AlX2
AUX3

GND
NO

NO

Trades

DOOR
RTE
ALXA
ALX2
AX3

GND
NO

NO

Local
Emergency

DOOR
RTE
A
AUX2
AUX3

GND
NO

NO

Global
Emergency

0 dfo dlo gie d| (& 9o g|©e 4| 4| |[© d|© gl d|e 9

DOD00000 00000 DODIDDDDD
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Direct Connection to the Controller

It is vitally important that all locks are wired intrinsically safe. This means that the
access control system should never be the sole means of releasing the doors.

Direct connection to the controller is via the lock connectors at the bottom of the
controller. The controller supplies power to the lock with the lock connected
between Lock 0V and Lock 12V to lock.

Locks MUST be suitably supressed.
KMS recommend the use of a Metal

MD01 A0
MAJ01 AZL
YAO WOUd
YAO OL

o223
Oxide Varistor, these are provided 2
) o dlo gl 0 9
with each system. - oolooo0n
RT.ENC —
Fireswitch 4
NC |

An emergency over-ride switch can be fitted that disables the power to the lock
regardless of the access control system. The wiring for an emergency over-ride switch
depends on the type of lock being used:

e A Power-to-lock type requires a push-to-break switch between FROM OVR and
TO OVR. Alternatively, the +12V wire can be wired through the RTE and fire
switch NC.

e A Power-to-unlock type requires a push-to-break switch between 0V to 0V to
lock, and the metal link between FROM OVR and TO OVR. This depends on
having power to the system in order to open the door during an emergency

Note: The switch must be rated for the current that the lock takes
(i.e. a lock taking 2A requires the switch to also have a 2A rating).

If an emergency over-ride switch is not fitted then a metal link is required between
the terminals ‘FROM OVR’ and ‘TO OVR'.

The simplest lock configuration is one lock-strike connected to the System Controller,
which requires:

e Lock between 0V to lock and 12V to lock (with MOV fitted across lock
terminals).

e A metallink is required between FROM OVR and TO OVR (fitted during
manufacture).
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OVR Connections

The most commonly used lock types are magnets, these require a constant supply to
keep the door locked and will release when the power is removed. The magnet’s lock
supply must always be wired through a mechanical egress device, these being
Request to exit buttons (RTE) and often emergency break glasses.

KMS would recommend the lock +12V connection is wired through the RTE normally
closed contacts, this will ensure the +12V connection is broken on exit as well as the
system dropping the 0V.

OVR connections allow a direct break of the 12V output. The Lock Controller offers
the same connection (see page 27).

Example showing RTE breaking +12V to lock

D01 A0

MD0TAZL

YAO WOUL
AO OL

QO |ro
Do |no
QO |ro
Dlo

| do
Lslo ks

Normally
closed RTE
contact

\

Switched Ov from controller

Example showing the OVR connections being used, this breaks the +12V output direct
from the System Controller rather than near the lock.

201 A0
O [dnowoud
AO OL

Normally
closed RTE
contact

QO [0
QLo [no
QO [0
(R]e
/ O |wo1azL
| I I o k

Switched Ov from controller
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Connection Via a Lock Controller
The main wiring scheme is the same as for direct connection to the System Controller.
Two options are provided for control of the lock power.

e See System Wiring Example 1

A local PSU is used to power both the Lock Controller logic and locks. Power is
input using the KMS BUS terminations. KMS can configure the Lock Controller
to Fail Safe or Fail Secure.

e See System Wiring Example 2

A local PSU is used to power the locks only. Lock Controller logic power is
provided by other means. The Lock Controller needs to be configured in the
following manner.

Cutting the wire loop (LK1%)
Wiring the local power supply +12V to B8 on the lock controller.

Wiring the local power supply OV to B1 on the lock controller.

Lock output Default Lock Mode
energised when En= Energised/Failsafe
LED is lit. De= De-energised/Fail secure

Set via micro switch

KMS BUS

CICa ICICICIEIC]
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Lock Controller Connections

Connection A - Inputs Connection B - Outputs
1=Door Contact 1=0V

2=RTE 2=0V

3= Aux1 3=0V

4= Aux2 4= 0V to Lock

5= Aux3 5=12V to Lock

6= Relay Normally Closed 6= From OVR

7= Relay Common 7=To OVR

8= Relay Normally Open 8= External +12V PSU for Lock

Note: The onboard miniature relay is rated at a maximum of 2A,
specify cable accordingly!
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Connection Via the Reader Interface

The Reader Interface allows non-BUS readers to be used with the KMS system. The
following diagram shows the connections from the controller to the Reader Interface
and from the interface to the reader.

1
2
3
4
)
H 6 A OOAR
Ov | %:D;z
LED 2 SJoY
3 0o 0~
12v 7 §<4>
—mm
> 2
SIG I's I ®
“
@ 2
m o
=
AV

Reader Connections 1 & 2
1. OV

LED/ Speaker

12V

Data 1

Data 0

SIG

ounhwnN

Note: Only one reader can be wired into each channel, where a read
IN and read OUT configuration is required, a separate Reader
Interface will be required per door. Refer to technical support for
further information.
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Security / Alarms

Power Cut

If there is a power cut then the system is set up to automatically unlock the doors
when Fail Safe locks are used. When Fail Secure locks are used the system will apply
power to unlock the doors.

When power is returned the system resets and locks operate as normal.

Loss of Data

If the (data) line from the BUS to the reader interface is cut (M2S/S2M) then the
Reader Interface alarm sounds for one minute and then beeps every 5 seconds until
the problem is fixed. The light on the corresponding reader also flashes and an alarm
event is generated.

If data is lost to the Lock Controller then an alarm sounds and, dependent on the
configuration, the RTE and Lock Controller does/does not operate the lock outputs to
make ‘safe’ the building.

System Controller

The door contact input on the System Controller is Off by default (0 seconds). This
means that if the door does not close for any reason (e.g. propped open) there is an
alarm on the controller and a Door Left Open event is generated.

If the door (contact) is opened without the use of an RTE/authorised token then there
is an alarm on the controller and a Door Forced event is generated.

Note: Door Forced alarms must be acknowledged via Simplekey Web
or via the Front Panel* (if one is connected). Door Left Open alarms
reset when the door is closed.
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CATO

Introduction

KMS have designed an auxiliary plug on PCB with two features.

The first feature will enable two System Controllers to be connected together over a two wire
twisted pair RS485 link. The RS485 connection has a maximum design transmission of 500
metres. One System Controller will become the ‘Master’ and the other the ‘Slave’.

The second feature is the ability to connect a legacy Simplekey 3 Controller to utilise the GPRS
communication of the System Controller. This can enable older installations to be upgraded
onto the cloud easily and cost effectively.

The CATO board can only support a single RS485 or R$232 connection - both data connections
cannot be used at the same time. For improved system behaviour the RS232 connection is
recommended, this is limited to a maximum of 15 metres between CATO boards.

Note: Installers must ensure the ‘Ground Zap' connection is taken to
mains earth using a minimum 4mm earth cable.

Benefits

A single SIM card can be used reducing the on-going costs to the end user.

A single GPRS antenna is required easing installation and lowering costs.

The maximum number of doors is increased from 16 to 32 over a single GPRS connection.
A maximum of seven Simplekey 3 door controllers may be connected to a Simplekey 4
System Controller when selecting the RS232 output of the CATO board.
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Connecting two Simplekey 4 System

Controllers

CATO Input / Output Connectors

The CATO board has two sets of connectors, one for each type of data connection. KMS recommend using
RS232 where possible due to improved latency times and system performance.
e Two wire RS485 transmission with up to 500 metres between two CATO boards. Set

jumper to RS485 on each CATO.

e Five wire RS232 transmission for local connections up to 15 metres. Set jumper to RS232 on each

CATO.

Connecting two Simplekey 4 System controllers will either use RS232 or RS485. The
System Controller containing the SIM card has been set up as the ‘Master’ and the
other will be the ‘Slave’. Only two system controllers can be connected together.
Swapping these over requires additional programming by KMS.

CATO to CATO terminations

RS232 For connections up to 15 metres away from the System Controller

Master CATO Board Slave CATO board
DATAIN DATA OUT

DATA OUT DATAIN

RTS IN CTS OUT

CTS OUT RTS IN

GND GND

RS485 for connections more than 15 metres away from the System Controller

Master CATO Slave CATO
10+ 10+
|0- 10-
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Connecting a Simplekey 4 System
controller to a Simplekey 3 controller.

This will utilise the RS485 connections. The System Controller will be designated as the ‘Master’
and the others are designated as Slaves. A total of seven Simplekey 3 door controllers can be
connected together over this RS485 connection.

The System Controller will always be the ‘Master’ due to it containing the GPRS modem and SIM.

All seven Simplekey 3 controllers will need to be addressed from 1 through to 7 and also have
their master/ slave jumpers set as slaves, this is to the right-hand position. A twisted pair must
be used for the RS485 transmission network.

CATO to Simplekey 3 terminations

RS485 connections up to 500metres.

CATO Board RS485 Simplekey 3 RS485 Input
10+ R+
10- R-

Key Management Systems Ltd 47|Page



SEM

Introduction

The Simplekey Event Manager (SEM) has eight outputs in the form of double-pole volt
free relays, and eight local inputs. A local input may be a switch or trigger from 3
party equipment. In addition to local inputs, an external reader can be used as a form
of input. Typical uses for the SEM would be lift control where a single reader is used
and various lift buttons are activated depending on the token holder’s access profile.
The example below shows lift control but also the SEM being used to switch on
lighting at the same time

Connections

To System Open or 12-14v DC
Controller closed Input
N trigger
33

T e

LED's OP1-OP8 LED’s IP1-1P8
Orange when ON Yellowwhen ON

Ooutput 1 Output 5 Input 1 Input 5

output 2 output 6 Input 2 Input6
1 f Output 3 output 7 Input 3 Input 7
| ]

Outptd  Outpu 8 Input 4 Input 8

@ O DD YD D DD D DD D DD DD

Volt free output relays.
Relay 1&2 5Amp 240v
Relay 2-8 1Amp 12v

Key Management Systems Ltd 48| Page



Glossary

S/C - System Controller

R/l - Reader Interface

L/C - Lock Controller

E/K - Engineer’s Keypad

F/P - Front Panel

B/R - BUS Reader

C/D - Comms Device

SEM - Simplekey Event Manager
SSR - Solid State Relay

DE-EN - De-energised Default

EN - Energised Default

M2S - Master To Slave

S2M - Slave to Master

RTE - Request To Exit

OVR - Over-ride

N/C - Normally Closed Relay Connection
N/O - Normally Open Relay Connection
C/O - Common Relay Connection
MED - Main Entrance Door

RED - Rear Entrance Door

SPDT - Single Pole Double Throw
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